Lab Guide
Install and Configure DHCP Server Role



Install and Configure DHCP Server Role

1. Start from Server Manager, then click on “Add roles and features”
2. Choose “DHCP Server”, then click Next, add the required features and complete the wizard to the Install to

finish.
[ Add Roles and Features Wizard — O *
DESTIMATION SERVER
Select server roles 5C1LAB LOCAL
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
St [ Active Directory Certificate Services - Lynamic Host Configuration
«f| Active Directory Domain Services (Installed) Protocol (DHCP) Server enables you
E— [] Active Directory Federation Services iE cgntrally configure, manage, and
- [] Active Directory Lightweight Directory Services provide temporary IP addresses and
[[] Active Directory Rights Management Services related information for client
[_| Device Health Attestation computers.
DHCP SEWE
LINS Server (Installed)
[] Fax Server
| [m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service
[] Hyper-V
] MultiPoint Services
[ Metwerk Cantroller
] Metwork Policy and Access Services
] Print and Document Services
] Remote Access
] Remote Desktop Services
[ velume Activation Services
] Web Server (lIS) v
< Previous | | Next > Install
A
f&s Add Roles and Features Wizard — O *
Select Server r{:’|F“‘_‘ DESTINATION SERVER
DC1.LABLOCAL
[z, Add Roles and Features Wizard =
== b4

Add features that are required for DHCP Server?
ption
The following tools are required to manage this feature, but do not

. ic Host Configuration
have to be installed on the same server. 9

bl (DHCP) Server enables you
rally configure, manage, and
B temporary IP addresses and
information for client

ters,

Server Roles
4 Remate Server Administration Tools
4 Role Administration Tools
[Toals] DHCP Server Tools

Include management tools (if applicable)

‘ Add Features | Cancel ‘

< Previous Next > Install Cancel
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3. Click Complete DHCP Configuration

f& Add Roles and Features Wizard - ] X

|ﬂSta||at]Oﬂ prog ress DESTINATION SERVER

DCILABLOCAL

View installation progress

o Feature installation

Configuration required. Installation succeeded on DC1.LAB.LOCAL

DHCP Server
Launch the DHCP post-install wizard
I Complete DHCP configuration I

Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext > Close Cancel

4. In the authorization window, click Next
= DHCP Post-Install configuration wizard — O X
Description
Description The following steps will be performed to complete the configuration of the DHCP Server on the

target computer:

Authorization

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).

< Previous Mext > Commit
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5. In the authorization wizard, make sure the right user account is selected (must be member of “Enterprise
Admins” group in Active Directory, and click “Commit”, Then click “Close” to close the wizard.

[z DHCP Post-Install configuration wizard - O H
Authorization
Description Specify the credentials to be used to authorize this DHCP server in AD DS.

orization

(® Use the following user's credentials

User Name: | LABVAdministrator

() Use alternate credentials

UserMame: Specify...

() Skip AD authorization

< Previous Mext > Commit | | Cancel

Now the DHCP is ready to add a scope.

6. From Server Manager, open DHCP console, expand IPv4 and r-click, select “New Scope”

TF DHCP _ O «
File Action View Help
= F E Q| HE E

@ DHCP N Actions
v i g”rﬁlocal |n| Add a Scope 1Py =
hd - g
B ¢ Display Statistics... Mere Actions »

ddresses assigned to computers

| | address. You must create and

# | Mew Multicast Scope... dynarnic IP addresses can be

3 IPvE

Configure Failover...
. ) he Action menu, click New Scope.
Replicate Failover Scopes...

Define User Classes... out setting up a DHCP server, see
Define Vendor Classes...

Reconcile All Scopes...

Set Predefined Options...

View >
Refresh

Properties

Help
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7. Inthe “New Scope Wizard” click next and type a scope name, then click Next.

Mew Scope Wizard

Scope Name

a description.

how the scope is to be used on your netwark.

Type a name and description for this scope. This information helps you quickly identify

Mame: |LE|:| .|I:ICE||

Description: |

< Back

Mead >

You have to provide an identifying scope name. You also have the option of providing @J

Cancel

8. Type in the address pool you want, and click Next.

Mew Scope Wizard

IP Address Range

Corfiguration settings for DHCFP Server

Enter the range of addresses that the scope distributes.

Start IP address: | 10 .10 .10 . 20

End IP address: | 10 . 10 . 10 . 200

Configuration settings that propagate to DHCP Client

Length: 2‘1_'

Subnet mask: |255.255.255_ 0

< Back

You define the scope address range by identifying a set of consecutive |P addresses.

Nest >

Cancel

<
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9. Add an exclusion if you have any, and set the subnet delay if you need to, and click Next.

Mew Scope Wizard

Add Exclusions and Delay —
Exclusions are addresses or a range of addresses that are not distibuted by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IF address range that you want to exclude. F you want to exclude a single
address, type an address in Start [P address only.

Start IP address: End IP address:
T —
Excluded address range:

10.10.10.101 to 10.10.10.105

Remove

Subnet delay in milli second:

< Back Nest > Cancel

10. Set the lease duration and click Next.

Mew Scope Wizard

Lease Duration —
The lease duration specifies how long a client can use an |P address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile netwarks that consist mainhy of
portable computers or dialup clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at ficed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distibuted by this server.
Limited to:

Days: Hours: Minutes:
E;I | '};I | D;I

< Back Next = Cancel
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11. Keep the selection on “Yes”, to configure the scope options, and click Next

Mew Scope Wizard
Configure DHCP Options e
fou have to configure the most comman DHCP options before clients can use the
SCOpE.

When clients obtain an address, they are given DHCF options such as the [P
addresses of routers (default gateways), DMNS servers, and WINS settings for that
SCOpE.

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

* [Yes, | wart to configure these options now:

" Ma, | will configure these options later

< Back Mext = Cancel

12. Enter the “Default Gateway” address, and click “Add”, then click “Next”.

Mew Scope Wizard

Router (Default Gateway) T
You can specify the routers, or default gateways, to be distibuted by this scope.

To add an |IP address for a router used by clients, enter the address below.
IP address:
N

10.10.10.254

dills

< Back Next = Cancel
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13. Add the DNS server address, and click Next (if DNS is in the same server it will appear automatically).

Mew Scope Wizard
Domain Name and DNS Servers —
The Domain Mame System (DNS) maps and translates domain names used by clients
on your networls.

You can specify the parent domain you want the client computers on your network to use for
DMNS name resolution.

Parert domain:  |[MalNES]e%)

To configure scope clients to use DNS servers on your networlc, enter the IP addresses for those
SEMVENS.

Server name: IP address:

|
1010101

s

< Back Next = Cancel

14. For the WINS server window leave is empty if you don’t have one, and click Next.
15. The selection is by default is set to activate the scope now, click Next. Then click Finish

Mew Scope Wizard

Activate Scope —
Clierts can obtain address leases onby if a scope is activated.

Do you want to activate this scope now?

Eh_‘es. | want to activate this scope nowi
" No, | will activate this scope later

< Back Mext > Cancel
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Advanced DHCP Configuration

1. Configure “Clientl” to get IP configuration automatically from DHCP Server.

s

Internet Protocol Version 4 (TCP/IPvd) Properties

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IF settings.

ﬂ Dbtain an IP address automatically
() Use the following IP address:

IP address:
Subnet mask:

Defaulk gakeway:

b13in DMS server address automatically

() Use the following DNS server addresses:

Preferred DMS server:

Alkernate DM server:

Validate settings upon exit

[ 0K ][ Cancel ]

2. Add areservation for “Client1”

Open DHCP console, expand the scope, expand “Address Leases”, r-click on the lease and choose add to reservation.

% DHCP
File Action View Help

o= H1E X HE

? [EHCP Client IP Address Mame Lease Expiration
v B dellabloca 10.10.10.20 Client].LAB.LOCAL _ 5/13/2021 3:13:12P
v i lp'M Add to Filter ¥
w [ | Scope[10.10.10.0] Lab.local
~+ Address Pool — Add to Reservation
ﬂ Address Leases I Delete
Reservations
[, Scope Options Refresh
[&] Policies Help
(.3 Server Options
& Policies
5 % Filters
> G IPVE
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3. Configure a reservation option for “Client1” to assign the IP address 8.8.8.8 as a DNS server IP for “Client1”
This reservation will override Server Options and Scope Options

Go to reservation, r-click on the reservation for “Client1”, select “Configure Options”

¥ DHCP

File Action View Help

= 7F XKE CE HE &

¥ DHCP

W ﬂ dcl.lab.local
v G IPv4

w (@ Reservations

|2 Policies
(.3 Server Options
[ Policies
¥ Filters

B IPv6

Put a check on option “006 DNS Servers”, and add the IP address 8.8.8.8, then click Add and OK.

s [] Scope[10.10.10.0] Lab.local
[} Address Pool
[ Address Leases

[ [10.10.10.20] Client1.LAB.LC
[ Scope Options

Opticn Mame Vendor

iz] D03 Router Standard
._5. 006 DMS Servers Standard
i) 015 DNS Domain Name Standard

Configure Options... I

WView »

Delete
Refrezh
Export List...

Properties

Help

General

Reservation Options

Advanced

4 >

Available Options

| Description

O 002 Router
O 004 Time Server
[ 005 Name Servers

<

— Data entry

| 006 DNS Servers |

Amray of rout
Amray of time
Amray of nan
Amay of DN w

>

Server name:

P address:

Rezolve |

—>

|

Add
Remove |
p |

[rovin |

Cancel

Apply
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4. Create a User Class named “Admins” on the DHCP server, and configure a policy for this user class to assign a
default gateway of “10.10.10.250”.
a. R-click on IPv4, select “Define User Classes...”

% DHCP
File  Action View Help

o= 5 EG-= HE BE

? [EHCP Contents of DHCP Server Status
v B “’_‘”fﬂ'”“' 11 Scope [10.10.10.0] Lablocal ** Active
v i = . . " rver Options
es] Display Statistics... licies
'j ters
3 Mew Scope...
¥ Mew Superscope...
i [P Mew Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

I Define User Clazses... I
Define Vendor Classes...

Reconcile All Scopes...

Set Predefined Options...

View ¥
Refresh

Export List...

Define user-sg

b. In the wizard click on Add, and type in the class name “Admins” and the Value “Admins”, the value
must be entered in the ASCI field as shown in the figure below.

DHCP User Classes

Available classes:

Mame | Description | Add
Default Routing and R...  User class for remote access cli... _
Defautt BOOTP Class User class for BOOTP Clients Edi...

Remove

il -

Close

i
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Mew Class

Digplay name:

||F~.dmins

Description:
ID: Binany: ASCII:
Qooo 41 64 6D 69 BE 73 2dmins

QK I Cancel

c. Now, we create the policy for this user class.

Expand IPv4, r-click on “Policy”, select “New Policy”

“ DHCP

File Action View Help
5|77 6= H

% DHCP
w ﬂ dcl.lab.local
v G IPvd

(.3 Server Options
|| Policies

> Gy IPvB
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» [# Filters Mew Policy...

Deactivate
View b

Refresh
Export List...

Help
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Type in the policy name “Admins” and click Next.

Click on “Add” to add the condition.

f.  For the criteria, select “User Class”, the operator “Equal”, the Value “Admins, then click “Add” and
“OK”

o o

Add/Edit Condition ? >

Specify a condition for the policy being configured. Select a-lu-:riteﬁa. operatar
and values for the condition.

Crers =
Operator: IEquaIs I ﬂ

Value(s)

o rr— =

[ Prefix wildeard (™)
[ Append wildcard(®)

— R Remov

Ol Cancel

In the “conditions” windows click Next.

In the “Configure Setting for the Policy” windows, check on option “003 Router” and type in the IP
address “10.10.10.250”, then click “Add”, and “Next”.

i. Inthe Summary windows, click finish.

j- Assign this user class to the network interface on Clientl.

s e

Go to the click machine “Client1” and open CMD as administrator, and type the following command.

Make sure you replace “Local Area Connection” with the interface name on your client machine.

BN Administrator: C\Windows\Systern32cmd. exe EI
C:\»ipconfig /setclassid "Local Area Connection”™ "Admins"

Windows IP Configuration

Successfully set the DHCPv4 class id for adapter Local Area Connection.

k. Now run “ipconfig /release”, then “ipconfig /renew” to make sure the policy is working.
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